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1 Revision History

The revision history describes the changes that were implemented in the document. The changes are listed
by revision, starting with the most current publication.

Revision 1.1

Revision 1.1 was published in January 2018. There were no changes to the technical content in revision 1.
1 of this document.

Revision 1.0
Revision 1.0 was published in May 2017. It was the first publication of this document.
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2 Ethernet Ring Protection Switching Configuration

This document shows how to configure the Ethernet Ring Protection Switching (ERPS) for Microsemi switches
using the Web GUI and the ICLI commands. The following figure shows the simple three switch network
constructed to demonstrate these features.

Figure 1 e Ethernet Ring Protection Switching (ERPS) Model
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Configuring ERPS from the ICLI

The following sections describe how to configure from the ICLI.

Initial Switch Configuration

The following commands disable Spanning Tree Protocol (STP) and LLDP and enable C-Port on Port 1 and
2 of all switches.

#Configure port 1-2
interface G gabitEthernet 1/1-2
#set C- Port
switchport hybrid port-type c-port
swi tchport node hybrid
#di sabl e LLDP
no | 1dp receive
no Ildp transmt
#di sabl e Spanning Tree Protoco
no spanni ng-tree

Configuring Maintenance Entity Point (MEP) and ERPS on Switch 1 (RPL
Owner)

The following commands configure MEP and ERPS on switch 1 (RPL owner).

#create nmep 1 on port 1

nep 1 down donmmin port flow 1l level O interface G gabitEthernet 1/1
#set vlan for MEP traffic

mep 1 vid 3001

#set id of peer nep

nep 1 peer-nep-id 5

#enable ccm default is 1FPS

mep 1 cc O

#enabl e RAPS

mep 1 aps O raps

nep 2 down donmin port flow 2 level O interface G gabitEthernet 1/2
nep 2 nep-id 2

mep 2 vid 3001

nep 2 peer-nep-id 3

mep 2 cc O

mep 2 aps 0 raps

#icreate erps on port 1 and port 2

erps 1 major portO interface G gabitEthernet 1/1 portl interface G gabitEthernet 1/2
#set MEP ID for the correspondi ng port

erps 1 mep port0O sf 1 aps 1 portl sf 2 aps 2

#set to RPL owner

erps 1 rpl owner port1\

#set protected VLAN

erps 1 vlan 1
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3.3 Configuring MEP and ERPS on Switch 2 (RPL Neighbor)
The following commands configure MEP and ERPS on switch 2 (RPL neighbor).

mep 1 down domain port flow 1l level O interface G gabitEthernet 1/1
mep 1 nep-id 3

mep 1 vid 3001

mep 1 peer-nep-id 2

mep 1 cc O

mep 1 aps O raps

mep 2 down domain port flow 2 level O interface G gabitEthernet 1/2
mep 2 nep-id 4

mep 2 vid 3001

mep 2 peer-nep-id 6

mep 2 cc O

mep 2 aps O raps

erps 1 major portO interface G gabitEthernet 1/1 portl interface G gabitEthernet 1/2
erps 1 mep portO sf 1 aps 1 portl sf 2 aps 2

#set to RPL nei ghbour

erps 1 rpl nei ghbor portO

erps 1 vlan 1

3.4 Configuring MEP and ERPS on Switch 3

The following commands configure MEP and ERPS on switch 3.

mep 1 down domain port flow 1l level O interface G gabitEthernet 1/1
mep 1 nep-id 5

mep 1 vid 3001

mep 1 peer-nep-id 1

mep 1 cc O

mep 1 aps O raps

mep 2 down domain port flow 2 level O interface G gabitEthernet 1/2
mep 2 nep-id 6

mep 2 vid 3001

mep 2 peer-nep-id 4

mep 2 cc O

mep 2 aps O raps

erps 1 major portO interface G gabitEthernet 1/1 portl interface G gabitEthernet 1/2
erps 1 mep portO sf 1 aps 1 portl sf 2 aps 2
erps 1 vlan 1

Note:

To set the CCM rate to 100 FPS or 300 FPS on Caracal (VSC7428/VSC7429), the peer MAC
address must be known, or first set it to the lower rate, until the peer MAC address is
learned and then change it to a higher rate.

mep 1 peer-nep-id <peer nep id> mac <peer mac address>
mep 1 cc 0 fr300s

The ERPS status can be checked with the show er ps command.
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il Configuring ERPS Examples
The following sections provide examples for the various configurations of ERPS.

4.1 Initial Switch Configuration

Use the following steps to configure the ERPS features.
Note:

Connect switch 1 to switch 2 and switch 1 to switch 3. Do not connect switch 2 to switch
3 to avoid creating a loop. The web client is connected to switch 1.

1. Restore the default settings for all three switches.

2. Disable the DHCP client and set the proper static IP for each switch. In this example, switch 1is 192.0.2.1,
switch 2 is 192.0.2.2, and switch 3 is 192.0.2.3.

3. Disable spanning tree on all the switches to avoid conflict with ERPS (spanning tree is enabled by default).

4. Enable VLAN tag aware on all three switches. In the VLAN configuration page, set the port mode to
Hybrid port and the port type to C-Port on port 1 and port 2 for each of the three switches.

4.2 Creating an MEP on Switch 1

Use the following steps to create an MEP on switch 1.

1. Onswitch 1, add a new MEP on port 1 by clicking MEP. Configure the MEP as shown in the following
illustration, and click Add New MEP.

Figure 2 e Switch 1 Port 1 MEP Configuration

Maintenance Entity Point Refresh

Delete [ Instance | Domain _Mode [ Direction | Residence Port | Level | Flow Instance | Tagged VID

peete | [ [rot =Imep ol fingress @] [ o [
|

This MAC
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2. Add a new MEP on port 2 of switch 1 configured as shown in the following illustration, and click Add
New MEP.

Figure 3 e Switch 1 Port 2 MEP Configuration

Maintenance Entity Point Refresh

ingress

AddHewMEP | Save | Reset

3. To edit MEP 1, under MEP Instance in the Instance Data table, click 1, configure the page as shown in
the following illustration, and click Save.

Figure 4 e Switch 1 MEP 1 Configuration

= MEP Configuration Retresh
Instance Data

MEP Instance | Domain | Made [ Direction | Residence Port [ Flow Instance | Tagged VID [ EPS
1 Pol_ Mep Ingress 1 1

Instance | This MAC |
0 00-02:C311-32-85

Instance Configuration

Level | Format [ ICC/Domain Name | MEG id_| MEP id [ Tagged VID cLevel [ cMEG [ cMEP [ cAIS _cLCK [ cSSF [ aBLK [ aTSF |
oz [muee = eSS meg000 1 3001 [ e [ [ 4 € [ L
Peer MEP Configuration
Delete [ Peer MEP ID [ Unicast Paer MAC cLOC [ cRDI cPeriod [ cPriarity
r 5 [oe-0-00-08-00-00 [ [ [ [
Add New Peer MEP

Functional Configuration

The Unicast Peer MAC can remain empty because it will be learned by receiving the CCM from the peer
side. Before it is learned on Caracal (VSC7428/VSC7429), the CCM frame rate cannot be changed to
above 100 ps. If known, enter the peer MAC address manually.

4. To edit MEP 2, under MEP Instance in the Instance Data table, click 2, configure the MEP as shown in
the following illustration, and click Save.

Figure 5 e Switch 1 MEP 2 Configuration

~C
e aaton MEP Configuration Fuatvesh
Instan¢e Data

MEP Instance | Domain | Mode [ Direction | Residence Port | Flow Instance jged VID | EPS Instance This MAC
2 Foi _ MWep _lngress 2 2 3001 [ 00-02-C3-11-23-86

Instance Configuration

Peer MEP Configuration

Dalete | Peer MEPID  Unicast Pear MAC
[n40 Peer MEP Adde

Delets 3 Joo-00-00-00-00-00

PeriodcPriority |

e

Add New Peer MEP

Functional Configuration

FaumManspernent | | Pedonmance Monit |

Save | _Roset |
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4.3 Configuring Switch 2

Use the following steps to configure switch 2.
1. Add a new MEP on port 1 of switch 2.
Figure 6 ® Switch 2 Port 1 MEP Configuration

¥ Configuration

Maintenance Entity Point Refresh

Add New MEP I Seve | Reset

2. Add a new MEP on port 2 of switch 2 configured as shown in the following illustration, and click Add
New MEP.

Figure 7 e Switch 2 Port 2 MEP Configuration

~ Configuration

Maintenance Entity Point Fietresh

[ Delete [ Instance | Domain | Mode | Direction | Port | Level | Flow Instance VID This MAC Alarm
r 1 Pol | Mep | lngress 1 [ 1 3001 w001.c1650204 | @
pelete | [ Fon 3] [Map )| [ingress =] 5 [ g 3001

AddNewMEP | | Seve | Reset
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3. Edit MEP1 of switch 2 by clicking 1 under Instance of the MEP table. C
following illustration, and click Save.

Figure 8 e Switch 2 MEP 1 Configuration

Instance Configuration
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onfigure the MEP as shown in the

MEP Configuration Fetresh
Instance Data
1 Poi___ Mep Ingress 1 1 3001 ] 00-01-C1.65-02:04

ICC/Domain
Level [ Format Name MEG id

MEP nmul
id | VD

ox [muice = ESS reg000 o |

[ ctever | ames | emer [ cais [ evck | essr | apLx [arsr |
€ ]

Peer MEP Configuration

No Peer MEP Added

Delete 2 00-00-00-00-00-00
Add New Peer MEF

_FoutManagement | _Pedamance Montoring |
Seave Reset

4. Edit MEP 2 of switch 2 by clicking 2 under Instance of the MEP table.
the following illustration, and click Save.

Figure 9 e Switch 2 MEP 2 Configuration

Configure the MEP as shown in

= Configuratien

MEP Configuration Retresh
Instance Data
2 Pont Mep Ingress 2 7 3001 1] 00-01-C1-65-02-05
Instance Configuration
TCCDomain MEP | Tagged
Lovel | Format [ 'SSPeman [ ugg a | MEP | Tigasd | [ ctever [ mec [ emep | cass [ euck | essr | amk [ aTsr
o] [muice = ESS  [megoo0 |4 3001 | | ® ¥

Peer MEP Configuration

[No Peer MEP Added

Delete d |00-00-00-00-00-00
Add New Feer MEP

Functional Configuration

4.4 Configuring Switch 3

Use the following steps to configure switch 3.
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1. Add a new MEP on port 1 of switch 3.
Figure 10 ¢ Switch 3 Port 1 MEP Configuration

Maintenance Entity Point Ratresh

Add New MEP Save | Reset

2. Add a new MEP on port 2 of switch 3.
Figure 11 e Switch 3 Port 2 MEP Configuration

Maintenance Entity Point Fetresh

Ingress

lngress

3. Edit MEP1 of switch 3 by clicking 1 under Instance of the MEP table. Configure the MEP as shown in the
following illustration, and click Save.

Figure 12 e Switch 3 MEP 1 Configuration

MEP Configuration Refrech
Instance Data

[ MEP Instance | Domain | Mode [ Direction | Residence Port | Flow Instance | Taggad VID | EPS Instance |
1 Port 1 1 2001 0

Mep _Ingress D001-C1-008AB1
Instance Configuration
[Lever]  pormat [ '©SDemain | yegia | MEP | Tagsed | [ etevel | aea | ame [ anis [ ook | ossr [ aik | atsF
[Tod [muicc =] fmess  [megoon [p  fom | [l . ® ®» o o ®

Peer MEP Configuration
[[Delste | Peer MEPID | Unicast Paer MAC | [cLOC [ cRDI | cPariod | cPriority |

[No Peer MEP Adder
Delste i joo-00-00-00-00-00
Add New Pear MEP

Functional Configuration

Continuity Check I I APS Protocol ]

Fault Management Performance Monitaring
Save | Raset
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4. Edit MEP 2 of switch 3 by clicking 2 under Instance of the MEP table. Configure the MEP as shown in
the following illustration, and click Save.

Figure 13 e Switch 3 MEP 2 Configuration

~ Configuration

MEP Configuration Retresh
Instance Data
MEP Instance | Domain | Mode | Direction | Residence Port | Flow Instance | T: VID | EPS Instance This MAC

2 Pol__ Mep Ingress 2 2 3001 0 0001-C1-008A 52

Instance Configuration

Level | Format |'cﬁ:.“"‘|neola|"“5' | [ ctover | emes | emer [ cais [ everc | essr | apuic [ arsr |
EIREEE ESS  |megld |6 poot_ | Il [ ’ [ [ ® @ ® |

Peer MEP Configuration

Delete | Peer MEP ID | Unicast Peer MAC cLOC | cRDI | cPeriod
No Pees MEP Adde:

Delete 4 00-00-00-00-00-00

Add New Pear MEP

Functional Configuration

4.5 Configuring ERPS on Switch 1

Use the following steps to configure ERPS on switch 1.

1. On switch 1, click ERPS, the Ethernet Ring Protection Switching page opens. Add the Ring Protection
Link (RPL) owner as shown, and click Add New Protection Group.

Figure 14 ¢ Add New Protection Group (Switch 1) Configuration

Ethernet Ring Protection Switching Feresh |

Dl ERPS [ Port [ Port  Port0APS  Port1APS | PortOSF | PamiSF Ring Interconnected Virtual Major Ring Alam
D 0 1 MEP MEP MEP MEP I3 Nade Channel n
Delets | 1 h 2 h 2z f 2 Major ¥ r [ 3 e |

£dd New Protecion Group | _Save |_Fesst
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2. Edit ERPS1 by clicking 1. Set up the configuration as shown in the following illustration, and click Save.
Figure 15 ¢ ERPS 1 (Switch 1) Configuration

*Co
g ERPS Configuration 1 Auto-retresh [ | Rehesh |
Instance Data

ERPSID | Port0 | Port 1 | Port0 SF MEP | Port 1 SF MEP | Port0 APS MEP | Port 1 APS MEP | Rin,
1 1 2 1 F3 1 2 Maior Ring

Instance Configuration
Configurad | Guard Tima | WTR Tima | Hold OFf Time | Varsion | Ravertva | VLAN canfig
[ 500 Train ¥ o | " VLAN Config

RPL Configuration
RPLFole | RPL Part | Clear
[fPLower =] [Pomz] T
Instance Command
Command __ Port

[Hone  =[None =]

Instance State

Protection [ Port | Part | Transmit Port0 Part 1 WIR RPL No APS Port 0 Block | Port 1 Block | FOP
State [} 1 APS | Receive APS | Receive APS | Remaining  Un.blocked | Received Status. Status Alarm
Pending 0K OK __ NRBPRO [ [ Blocked Unblacked '
Save | _Roset

3. Click VLAN Config to edit the protected VLAN.
Figure 16 ¢ Protected VLAN (Switch 1) Configuration

ERPS VLAN Configuration 1 Refresh

Deletw [VLANTD |
Delate 1

Add Mew Entry | _Back |
_Sawe | _Reset

4. After clicking Save, remember to connect switch 2 and switch 3. The user can not access switch 2 from
switch 1 because the RPL is disconnected.

5. Check the MEP table on switch 1, switch 2, and switch 3. Alarms should show green.
Figure 17 ¢ MEP Status

= Configuration

Maintenance Entity Point Retresh

r 1 Pot  Mep  ingress 3001 00-02C311.2245 @

r 2 Pot  Mep  Ingress 2 0 2 3001 00-02c311-2248 @

AddNewMEP | Save | Reset
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Configuring ERPS on Switch 2, the RPL Neighbor

Use the following steps to configure ERPS on switch 2.
1. On switch 2, click ERPS and then click Add New Protection Group.
Figure 18 ¢ Add New Protection Group (Switch 2) Configuration

~Configuration
3

Ethernet Ring Protection Switching Refrash
Delete ERPS | Port | Port P:ano P:;;‘ Port0 Port1 Ring Interconnected Virtual Major
o [0 |1 | A \ep | SFMEP | SFMEP | Type Node. Channel | Ringip | A"
Dalate | |1 1 2 h 3 [0 2 Major ¥ r r I

Add New Protection Group Save | Reset

2. Edit ERPS1 by clicking 1. Configure the device as shown in the following illustration, and click Save.
Figure 19 ¢ ERPS 1 (Switch 2) Configuration

T ERPS Configuration 1 Autoeresh [ | Raikesh
Instance Data
| ERPSID | Port0 | Port1 | Port0 SF MEP | Port 1SF MEP | Port0 APS MEP | Port 1APS MEP | Ring Type |
1 1 2 1 2 1 ] Major Ring
Instance Configuration
Configured | Guard Time | WTR Time [ Hold Off Time | Version [ Revertive | VLAN config
[ 500 Tmin | 0 w2 =] ¥ VLAN Config
RPL Configuration
RPLRole | RPL Port | Clear
APL_Neighbour @] [Pord »] ™
Instance Command
Command Pert
Nane =] [None =
Instance State
Port0 Port 1 Port0 | Porti
Protection | Port | Pert | Transmit WTR RPL No APS FOP
State { o [ 1| Taps | Receve | Recelve | Remaining | Unblocked | Received | S0 | Slock | mam
R RE ONF
Idle oK 0K BPR1 0002 a 4 e Unblocked  Unblocked
C3IN2245
Seve | Reset
3. Click VLAN Config to edit the protected VLAN.
Figure 20 e Protected VLAN (Switch 2) Configuration
ERPS VLAN Configuration 1 PRefrash
[ Delete [ VLANID |
Delete 1
Add NewEnty | _Back
Seve | Reset
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4.7 Configuring ERPS on Switch 3

Use the following steps to configure ERPS on switch 3.

1. On switch 3, click ERPS and then click Add New Protection Group.

Figure 21 ¢ Add New Protection Group (Switch 3) Configuration

Ethernet Ring Protection Switching Refresh
Delete | ERPS | Port | Part ?F"; P:,f;‘ Port0 | Port1 | Ring | Interconnected | Virtual Major
L I R vep | SFMEP | SFMEP | Type Node Channel | Ringip | 413"

T i i 2 A S N S |
/Add New Protection Group Seve | Reset

2. Edit ERPS1 by clicking 1. No action is required on switch 3. Keep the RPL owner at none.

3. Click VLAN Config to edit the protected VLAN.
Figure 22 e Protected VLAN (Switch 3) Configuration

ERPS VLAN Configuration 1 Refrash

[Delete [VLANID |
Delete 1

AddNewEnty | _Back |
Save Resel

4.8 Verifying ERPS

Use the following steps to verify the configuration of the ERPS.
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1. Change the CCM rate starting from switch 3. Click on MEP > 2 and then use the frame rate pull down

to select 300 f/sec.
Figure 23 e Edit MEP 2 CCM Rate (Switch 3)
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Instance Data

Port Mep Ingress

[MEP instance | Gomain | Mode | Direction | Residence Port | Fiow instance | Tagged viD | EPS instancs |
2 2 1

00.01-C1-008A B2

Instance Configuration

Tagged
MEGH | Ty | “wi |

ICCMDomain
Level | Format Name

0x] [TUicC x| MTESS  [megood 6 el

[[ctever | cmea [ amee [ anis [ cvc [ esse [ asuic [ atse
" I3 - I3

Peer MEP Configuration

[Delete | Peer MEP ID |

r 4 00-01-C1-66-02-05

e ¢ 3 (3

Add New Paer MEP

Functional Configuration

[ Continuity Check T T
Enable [ Prios Frame rate Enable [ Prio

AFS Frotocol ]

Cast
13 0 300 ysec =) F’

wui 7|[Fars =] 1

Last Octet

2. Change the CCM rate for MEP 1.
Figure 24  Edit MEP 1 CCM Rate (Switch 3)
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1
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3. Change the CCM rate on switch 1. Click on MEP > 1 and then use the frame rate pull down to select 300

f/sec.
Figure 25 e Edit MEP 1 CCM Rate (Switch 1)

MEP Configuration
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4. Change the CCM rate for MEP 2.
Figure 26 ¢ Edit MEP 2 CCM Rate (Switch 1)

MEP Configuration Rehesh
Instance Data

2 Port Mep Ingress 71 2 3001 1 00-02-C3-11-22-48
Instance Configuration
Level Format ICC/Domain Name | MEG id | MEP id d VID «cLovel | cMEG | cMEP | cAIS cLCK [ cSSF | aBLK | aTSF |
o x| [mucc X TESS |meg000 2 3001 ® . . . [ CJ . *

Peer MEP Configuration

Delete [ Peer MEP ID | Unicast Peer MAC cLOC [ cRDI cPeriod | cPriarity
r 3 [oo-01-c1-66-02-04 [ S [4 -
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5. Change the CCM rate on switch 2. Click on MEP > 1 and then use the frame rate pull down to select 300
f/sec.

Figure 27 ¢ Edit MEP 1 CCM Rate (Switch 2)
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6. Change the CCM rate for MEP 2.
Figure 28 e Edit MEP 2 CCM Rate (Switch 2)
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7. On Switch 1, click ERPS to check ERPS status to ensure the normal link status.
Figure 29 e Switch 1 ERPS Status
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8. Disconnect the normal link for switch 1 and switch 3.

Figure 30 e Disconnect Normal Link
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9. Restore the normal link for switch 1 and switch 3 to display the protection state as Pending.

Figure 31 e Restore Normal Link
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Figure 32 ¢ Refresh ERPS Status
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