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Infineon XMC4800 IoT Connectivity Kit @
Hardware Overview

——
EtherCAT.
EtherCAT In/Out ports MikroElektronika WiFi ESP
ESP8266EX
802.11 b/g/n
':'§ mikroBUS™ Security WPA/WPA2
connector TCP/IP network stack

Fully certified
User LEDs
& buttons

Arduino expansion
headers

XMC4800-F100X2048
Cortex-M4F @144MHz
Integrated FPU aWS gg\a/iliﬁe‘ed
2MByte Flash (ECC) w/ 8kB cache ] Ermreos
352 KByte RAM

ur—

USB :
CAN transceiver J-Link OB

More info: www.infineon.com/connectivitykit
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http://www.infineon.com/connectivitykit

Infineon XMC4800 IoT Connectivity Kit

Hardware Overview

SYSTEM PERFORMANCE

Programmable

FPU Interconnect RTC
Matrix
DMA 12ch SysTick CRC Engine
FLASH (ECC) RAM CACHE
up to 2MB up to 352kB 8kB
Timers / PWM
4x PWM Timers (CCu4) il 2¢ PWM Timers (CCUS8) 2x POSIF

16-64Bit 8ch

16-64Bit 4ch syl

(Position Interface)

Communication

USIC 6ch [SPI/Dual
SPI/Quad SPI,
SCI/UART, I2C, I2S]

6x CAN
256 MO

——
EtherCAT.

10/100 Ethernet

MAC (/w IEEE 1588) SDIO/SD/MMC Interface

USB (FS OTG)

External Memory
Interface (EBU)

(infineon.
Description

Application / Target Markets
- Medium to higher-end industrial control

— Industrial communication
- Transportation

Appllcatlon / Target Markets
- ARM® Cortex®-M4 at 144MHz

- EtherCAT®

- Large on-chip memories 2MB Flash, 352kB RAM
- 6 CAN nodes with 256 message objects

- Rich industrial and external media connectivity

- Safety package supporting SIL-2/3

- 125°C extended temperature range

- Long-term availability with >15 years

- IEC 60730 class B compliant LIB

- Free DAVE™ IDE and DAVE™ Apps

LQFP100
Analog &0 &0 LQFP144
¢ _4Mslf35 / 12Bit DAC AZ Demodulator
...get more information...
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Infineon XMC4800 IoT Connectivity Kit Cinfineon
Sensing the real world

DPS5310 Pressure Shield2Go
Featured product: XENSIV™

pressure sensor DP5310

OPN: S2GOPRESSUREDPS310TOBOL

TLV453D 3DSense Shield2Go
Featured product: XENSIV™ magnetic
position sensor TLV493D-A1B6

OPN: 52G03DSENSETLV493DTOBOL

Interfaces: Interfaces:
R =

IM&9D130 Microphone Shield2Go
Featured product: XENSIV™ MEMS
microphone IMEID130

OPN: 52GOMEMSMICIMESDTOROL

TLI4970 Current Sense Shield2Go
Featured product: XENSIV™ magnetic
current sensor TLI49T0-DO5S0T4

OPM: 52GOCURSENSETLI49TOTOBOL

Interfaces: Interfaces:

%' OPTIGA™ Trust X Secu rity Shield2Go
Featured product: OPTIGA™ Trust X 5LS 32A1A
OPN: 52GOSECURITYOPTIGAXTOBO1

OPTIGA™ Trust E Security Shield2Go
Featured product: OPTIGA™ Trust E 5LS 32A1A
OPN: 52GOSECURITYOPTIGAETOBOL

Interfaces: Interfaces:

Crc )
Infineon for Makers
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http://www.infineon.com/makers
https://github.com/Infineon

KIT_XMC48_I0T_AWS_WIFI Cinfineon
Adding Hardware Security

Innovative solution provided by Infineon's OPTIGA™ Trust X

> Ease of integration > Enhanced performance
> Zero Touch device onboarding > Increased security by Infineon
(Keys, Certificates) Hardware

OPTIGA™ Trust X development platform integration

> KIT_XMC48_IOT_AWS_WIFI
) My IOT Ada pter Infineon XMC4800 IoT Connectivity Kit
> OPTIGA™ Trust X Shield2Go

AMNNEEEN
R

Infineon My IoT Infineon OPTIGA™ Trust X
Adapter Shield2Go

https://github.com/Infineon
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https://github.com/Infineon

Infineon XMC4800 IoT Connectivity Kit @
Predictive Maintenance

Control box Manipulator

= nen
: i

E - o | ]
c ppe— O 44 ] sEmEsmEmEsEs
s '_m _' """"" - g Robot Electrical
© USB i @®: N ) = sensing brake
Se—> = s ©
5 5
T Robot = Environment
9 control © ® & sensing

!

Fieldbus ©

AUX power

Fast, real-time
communication

Motion
controller
(incl. safety)o

Effector

Actuator power
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Infineon XMC4800 IoT Connectivity Kit Cinfineon
Predictive Maintenance

Condition monitoring examples in  Sensor data processing for stress estimation and
an servo drive failure pattern recognition
> Noise
— Bearings failing due to e.g.
common mode effects?
Current
— Bearings/coils at risk, shaft
blocked, overload?

Angle/3D-Position

~

~

— Vibrations?
» Temperature ‘ Current
— Overload situation? Press./Temp. @sensing
»  Pressure @ sensin

— Partial discharges due to high ‘¢

swithcing frequencies?

Noise

@ Angle

sensing sensin
»  Gas i Gas
: : : 3D Pos. sensing
— Evaporation of isolation () sensing
material during thermal v
stress? \
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(infineon

Infineon and
Amazon Web Services




What is AWS IoT core? @

> AWS IoT Core is a managed cloud service that lets connected devices easily
and securely interact with cloud applications and other devices.

> AWS IoT Core provides secure communication and data processing across
different kinds of connected devices and locations so you can easily build IoT
applications such as industrial solutions and connected home solutions.

Hom BV S -
SULLS Infineon target applications AR
> Automation
(@ AWS IoT Core _
. Doorlock . Machine 22| Mobile apps
) Securlty & [ seay Camera AWS IoT Device Learning
. . Y Lightbulb ; Management Dash .
Monitoring v v e ([ B e L omttom
‘White goods | Home contoller | S?fi::;:rnw'm 8&% Customers.
) Network small sppliances jws Greengrass AWS loT {:E:‘} - p Alexa devices
M ana g eme nt reeRTOS 9 Analytics AWS Products and Services -E
mazon Tree Internet of Things
OPTIGA™ Trust X OPTIGA™ TPM
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Infineon XMC4800 IoT Connectivity Kit @
Amazon FreeRTOS

Amazon FreeRTOS extends the FreeRTOS kernel with software
libraries that can be used to securely connect devices (locally and
to the cloud) and update them remotely.

O ——— O ——————

AWS Amazon
Greengrass FreeRTOS

What is Amazon FreeRTOS?
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https://www.youtube.com/watch?v=aeP0A67eNEg

AWS IoT Architecture

Secure local
triggers, actions,
and data sync
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Secure device Fleet
connectivity onboarding,
and messaging management
and S\

2
o/=L|
V]

..............

AWS = Q

loT Core @
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Fleet
audit and
protection

(infineon

loT data
analytics and
intelligence

I



(infineon

The FreeRTOS Kernel

User (Application) Code

FreeRTOS
Kernel

Vendor Supplied Libraries

Hardware

Copyright 2018 Amazon Web Services
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(infineon

Amazon FreeRTOS - Kernel and Libraries
Library Porting View

User (Application) Code

Amazon FreeRTOS Libraries
) e — 9

‘ I MQTT I/O Port I I
Kernel Wi-Fi 4y ITLS Library dmmmmpe-men'qa > 292
A

Vendor Supplied Libraries

Copyright 2018 Amazon Web Services
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Amazon FreeRTOS - Kernel and Libraries
Application Writer’s View

User (Application) Code

Greengrass ‘ ‘

MQTT Agent Discover

OTA Agent

FreeRTOS

Amazon FreeRTOS Libraries
Kernel

Vendor Supplied Libraries

Hardware

Copyright 2018 Amazon Web Services
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(infineon

Software integration provided from Infineon
> Amazon FreeRTOS: Device Software Architecture

Hardware .Q

Infineon OPTIGA™ Trust X

| 16 /
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Tnfineon
AWS IoT with OPTIGA™ Trust X L/

No key handling/Publib Key Infrastructure required at Customer
site
- >reduces complexity within development and production
-> faster time to market

Trust X enables zero touch device onboarding

Seamless integration with Amazon FreeRTOS and mbedTLS

Crypto operations accelerated up to factor 10
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Keys and Certificates
OPTIGA™ Trust X

IFX Production Site

Intermediate CA
signs device
certificate
Device unique
private key and
certificate is
stored in Trust X

Intermediate CA = Customer CA

Common Ciriteria
Certified

Q Production Site

2
&

(Development Kit) IoT Nod%\oo’

E.g. based on
»  XMC™

>

~ 1. Wifi SSID/PWD Wifi Ro

— 2. Connect to AWS
3. TLS Handshake

. Secure Channel

Ao A

(infineon

IoT Core

u term. CA

PaN

IoT Node certificate is
transferred within TLS
handshake and verified
against intermediate CA

—&° Private Key
Public Key

—> Preparation from IFX

—> Steps to securely
communicate with
AWS

uter

A\




(in’ffneon
More info:
www.infineon.com/connectivitykit

www.Infineon.com/makers

https://qithub.com/Infineon/amazon-freertos-optiga-trust-x

www.Infineon.com/XMC™

https://docs.aws.amazon.com/freertos/latest/userquide/getting starte
d infineon.html

qualified

fthercAT~  AWS il

Amazon FreeRTOS



http://www.infineon.com/connectivitykit
http://www.infineon.com/makers
https://github.com/Infineon/amazon-freertos-optiga-trust-x
http://www.infineon.com/xmc
https://docs.aws.amazon.com/freertos/latest/userguide/getting_started_infineon.html

Part of your life. Part of tomorrow. (infineon



